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Mobile the next security challenge

Reading the Ericsson 2017 Mobility
Report may provide us an interesting
outlook, the latest mobile subscription
reached quote of 7.6 bilion with a
forecast, for year 2022, of 2 billion.
Another interesting number is related to
worldwide mobile data traffic that is
reported to 8.8 Exabyte. The report
underlines that the increasing number of
mobile subscription generates a raising
data traffic that is increasing 70% year on
year. In this scenario, we may foresee
that mobile broadband will complement
fixed broadband and in certain market
segment the mobile will be the preferred
one. Same interesting figure is regarding
also Voice Over LTE (VOLTE) that was
launched in 55 countries and is going to
reach 4.6 billion of subscription by the
end of 2022, this technology is the core
of the new communication services and
new devices LTE, Wi-Fi and 5G. VoLTE
enables operators to offer simultaneous
voice and LTE data services on
smartphones.

Mobile data is increasing and this is really
clear on this report that underlines this
trend worldwide, with regards of mobile
data traffic, video is still dominating and
YouTube dominates video traffic.
YouTube, as reported by Ericsson, is
also the most used on-demand video
service in the world, with 70 percent of
consumers using it at least on a weekly
basis. The sharing in the traditional
domain of social network traffic
decreased in favor of services like
Snapchat and WhatsApp. In any case,
social networking is still the second
largest traffic volume contributor for
smartphones. All the consumer research
show that social networking and instant
messaging are the second most popular
internet activities with over 65 percent of
internet users utilizing the services every
day.
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Another confirmation that is proved by
Ericsson is the 10T trends that is involving
mobile network; as we may read at the
end of 2016 we have around 0.4 billion
IoT devices that have a cellular
connection and this number is projected
to reach 1.5 billion in 2022 and several
operators are expected to deploy cellular
loT networks in 2017. Of course, this
revolution is passing for a network
evolution that is driven by a demand for
improved User Experience and cost-
efficient network operations; moreover,
there is a big interest of the operators in
exploring new revenue opportunities in
IoT and enterprise market. So, mobile
network is evolving in order to meet the
needs of new use cases, which will have
diverse performance requisite. This
picture provides us a scenario where is
quite evident that more and more people
are relying on mobile devices for digital
access.

Is clear that security is the challenge that
is regarding more and more mobile
networks and smartphones that are
devices close to us. We have today a
mixed space that involved personal and
business use of mobile devices, but the
challenge is regarding also the
infrastructure that will be more and more
vulnerable. Mobile payments are
increasing and these applications are
requiring a focus on security that may
involve software and also a different
approach of smartphone manufactures.
Security have to face for sure the
challenge of User Experience that in
mobile world is one of the top objectives
of mobile app development. Top
objective that need to match risk and
guarantee a trusted ecosystem.

Nicola Sotira
General Manager GCSEC
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Cyber Security, Protecting Business
Online T Security Governance & Policies
Location: London

Date: July 20, 2017
https://www.eventbrite.co.uk/e/cyber-
security-protecting-business-online-
security-governance-policies-tickets

A workshop in the Cyber Security,
Protecting  Business  Online  series
designed to guide SMEs through the
requirements and pitfalls of Cyber security
providing practical, cost-effective advice
and solutions. Each workshop looks at a
different aspect of cyber security from
governance to tactical planning for an
attack.

CyberSecure My Business - Workshop
Location: Tigard, OREGON

Date: July 25, 2017
https://staysafeonline.org/about-us/events/
A cybersecurity workshop to help
businesses of all sizes learn to be safer
and more secure online.

ARES Conference 2017

Location: Reggio Calabria, ITALY

Date: August 29 - September 1, 2017
http://www.digiec.unirc.it/articoli/17617/ad-
agosto-convegno-internazionale-sulla-
cybersecurity-itaeng-organizzato-dal-
gruppo-di-ricerca-del-prof-francesco-
buccafurri-diies

The Mediterranean University of Reggio
Calabria hosts an important international
scientific event from 29 August to 1
September 2017 at Aula Magna Quistelli:
the 12th edition of the scientific conference
on cybersecurity organized by SBA
research (Vienna) and the Mediterranean
University.

Cyber Security Conference 2017
Location: London, UK

Date: September 13, 2017
https://www.eventbrite.co.uk/e/cyber-
security-conference-2017-london-tickets-
324953574897aff=es2

The conference will host some of the UK’s
foremost thought leaders on cyber security,
including the Chief Executive of National
Cyber Security Centre.
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Banks in the digital scenario, between innovation and risk governance
an interview with Paul Rohan, author of best seller "PSD2 in Plain English”
By Massimiliano Cannata, Technology innovation, training and security
culture Reporter

The security of mobi l

anp

online brand protection

by Gianluca Bocci

In recent decades is under way a radical transformation of the services
offered by the public and private companies to the citizens and consumers.
New business model have been established on the market; they have moved
from a traditional model of service delivery based on interaction between
people, to a fully digitized model where buyer interacts through the Internet
with e-commerce sites to buy goods or public company sites to book medical
visits; if you once went to the library to buy a book, today you use Amazon
where the order is made online.

The implementation of the Digital
Agenda for Italy, with the aim of
helping citizens and businesses

adopt digital technologies to

foster economic growth, is fully

in this transformation. The
change just mentioned is
constantly evolving; in the last

few vyears the affirmation of
smartphones and tablets, made -
possible by the development of a

lot of new “app” for every need

and the increasing availability of
broadcasting band, has enabled

the same services to be enjoyed

in a complete mobility context.

All that has brought significant
benefits to people's lives and
business growth, although both

have been exposed to new

forms of risk. Similar considerations, appropriately contextualized, will affect
many other technological domains that are beginning to come strongly at the
forefront of news; it's a case of "Wearable Computing" that, with mobile hi-
tech devices, will open new frontiers for app development, as well as the
Internet of Things. For mobile technologies, the rampant use of open
platforms like Android and the ease of introducing malicious code within apps
that can be downloaded from a multitude of app store, expose the end-user
to specific risks that companies perceive in the need to protect their brand
through new approaches.

That protection must first be based on prevention models that include

Mobile
security

PSD?2 e sicurezza nella nuova banca
digitale

Location: Cosenza, ITALY

Date: September 21, 2017
https://www.distrettocybersecurity.it/worksh
op-psd2-sicurezza-nella-nuova-banca-

digitale/
The workshop will focus on the new
European PSD2 Directive that  will

revolutionize the way banks do business, and
intend to analyze the novelties imposed by
the directive and the changes that the new
security challenges that banks will face in
their own. PSD2 introduces the concept of
Third Party Payment Service Providers (TPP)
by allowing third-party access to account
information, checking funds availability for a
cash transfer, and initializing a payment.
PSD2 also imposes an increase in security
level based on the wuser's strong
authentication principle when accessing the
account and / or making an electronic
payment arrangement.

News

Phishing: the speed of attack
http://www.bankinfosecurity.com/interviews
[phishing-speed-attack-i-3630

Phishing attacks are very much on the rise,
namely because they are too easy to
launch and far too lucrative for the
attackers, says Brooke Satti Charles of
IBM Security Trusteer. "Phishing is a really
easy way to perpetrate an attack" says
Satti Charles, a financial crime prevention
strategist. "Creating a sophisticated way to
break through a complex security system
takes time, and sometimes a lot of money.
So, why bother when you can simply trick a
victim into giving up information or clicking
a link?"

Google staffers personal data exposed
by third-party travel firm
https://www.scmagazine.com/google-
staffers-personal-data-exposed-by-third-
party-travel-firm/article/672837/

Google notified its employees and the state
of California about the breach, adding that
names, contact details and card data used
to make hotel bookings may have been
accessed by attackers.

In aletter sent to employees, it said the
incident impacted one of the travel
providers used by Googlers, Carlson
Wagonlit Travel (CWT).

A company named Sabre Hospitality
Solutions operates the SynXis Central
Reservations system (CRS), which
facilitates the booking of hotel reservations
made by individuals and companies, such
as Google, through travel agencies.

“Sabre discovered unauthorized access to
an internal account in the SynXis CRS.
Following an investigation, Sabre notified
CWT, which uses the SynXis CRS, that an
unauthorized party gained access to
personal information associated with
certain hotel reservations made through
CWT.

Security researchers crack 1024-bit RSA
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monitoring of all mobile
applications belonging to
or related to the
enterprise that intended

to preserve its brand;
monitoring activities
must affect both the

apps that are posted on
the distribution channel
deemed official like
e Google Play Store and
Apple Store (official app store) and alternative channels like Torrapk,
Blackmart, Mobogenie, 1Mobile and so on (alternative app store).
That's exactly in alternative distribution channels, where security controls are
typically not so strict, if not even non-existent, which need to be more careful,
since there may be potentially altered apps; In fact, the end user, installing
these applications, even if in part responsible for a high-risk action, at the
time of fraud, is driven away from the service provider. For these reasons,
automated techniques for searching new app stores and discovery of
malicious apps are becoming increasingly strategic to prevent and fight
against crime. This belief is reinforced by the growing number of apps, which,
in the m-Commerce landscape, increasingly include functions used to carry
out economic transactions. Overall, mobile app security should not only
interest the financial sector, but all those aim to use this technology in its
business models; just to give an example, we can thinking a business model,
increasingly used by insurance companies, based on 10T technology.
In this regards, insurance policies are more and more frequently combined
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\;vith smart%‘house servicés that using intelligent sensors connected to the
Internet through the domestic Wi-Fi and apps developed ad hoc for receive
information about home state and send it specific commands. The security of
mobile apps becomes a key factor, when it's possible through it and from
remote site to enable or disable the alarm of house or require the intervention
of safety authority when one of the sensors points out anomaly detection
(smoke, fire, water, breaking doors or windows, etc.). Experience often shows
that behind these solutions there is a secure back-end infrastructure (not
always), unlike the mobile app for reasons attributable both developer and
citizen and consumers. For effective and efficient brand protection with
regard to mobile applications, in addition to evaluating the security technical
aspects, legal ones should be evaluated. Only in this way it'll be possible to
detect any breach of contractual obligations and/or current regulatory
provisions affecting the app being analyzed. A possible violation of the
regulatory provisions by the unauthorized developer, regardless of the
amendment of the app source code, may for example based on the combined
framing technique with mobile advertising services; as a result, the original
app remains unchanged, even though it has been manipulated to show the
banner advertising messages that might be incompatible with the company’s

encryption in GnuPG crypto library
http://securityaffairs.co/wordpress/60677/h
acking/crack-1024-bit-rsa-encryption-
gnupg-library.html

Security researchers have found a critical
vulnerability, tracked as CVE-2017-7526, in
a Gnu Privacy Guard (aka (GnuPG or
GPG) cryptographic library that allowed
them cracking RSA-1024 and extract the
RSA key to decrypt data.

The vulnerability resides in
the Libgcrypt cryptographic library used by
GnuPG, that opens to local

FLUSH+RELOAD side-channel attack on
RSA secret keys dubbed “Sliding right into
disaster”.

The expert discovered that the “left-to-right
sliding window” method used by the
libgcrypt library leaks significantly more
information about exponent bits than for
right-to-left, allowing RSA key recovery.

Millions of android devices using
broadcom Wi-Fi chip can be hacked
remotely
http://thehackernews.com/2017/07/android-
ios-broadcom-hacking.html

Google has released its latest monthly
security update for Android devices,
including a serious bug in some Broadcom
Wi-Fi chipsets that affects millions of
Android devices, as well as some iPhone
models. Dubbed BroadPwn, the critical
remote code execution vulnerability resides
in Broadcom's BCM43xx family of WiFi
chipsets, which can be triggered remotely
without user interaction, allows a remote
attacker to execute malicious code on
targeted Android devices with kernel
privileges. The BroadPwn vulnerability
(CVE-2017-3544) has been discovered by
Exodus Intelligence researcher Nitay
Artenstein, who says the flawed Wi-Fi
chipset also impacts Apple iOS devices.
Besides the fix for the BroadPwn
vulnerability, July's Android Security
Bulletin includes patches for 10 critical,
which are all remote code execution bugs,
94 high and 32 moderate rated
vulnerabilities. At that time, Apple rushed
out an emergency iOS patch update to
address the serious bug, and Google
addressed the flaw in its Android April 2017
security updates.

Wikileaks: BothanSpy and
Gyrfalcon CIA  implants steal SSH
credentials from Windows and Linux
Oss
http://securityaffairs.co/wordpress/60754/in
telligence/bothanspy-gyrfalcon-
implants.html

WikiLeaks has published a new batch of
documents from the Vault7 dump detailing
two new CIA implants alleged used by the
agency to intercept and exfiltrate SSH
(Secure Shell) credentials from both
Windows and Linux operating systems with
different attack vectors.

The first implant codenamed BothanSpy
was developed to target Microsoft
Windows Xshell client, the second one
named Gyrfalcon was designed to target
the OpenSSH client on various Linux
distros, including CentOS, Debian, RHEL
(Red Hat), openSUSE and Ubuntu.
BothanSpy and Gyrfalcon are able to
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image. A brand protection program by companies whose bidding line
leverages mobile technologies, can’t be left behind by adopting an app
security monitoring methodology that should be carried out at least in the
following steps:
9 discover new app stores over the official ones used by the company
to pubblish its own apps
1 inventory all own apps pubblished by the company by advanced
crawling system (es. developed not only to use keywords in the
search activities but also similarity image so he could be used with
app stores that using the cyrillic alphabet, chinese characters and so
on
1 technical analysis of apps in order to understand if any of them show
malicious behavior
1 legal analysis of apps in order to detect any breach of contractual
obligations and/or current regulatory provisions affecting the app
91 the removal request of all own apps published on the alternative app
store, partly through law enforcement’s involvement in all those
cases where app store managers are not responsive
1 and the last but not least less important, launch an awareness raising
campaign in order to inform all citizens and consumers about the
risks that they are taking place downloading apps from alternative
app store or using their smartphone in a way incorrect (as an
examples not exhaustive we remember the smartphone rooting or
jailbreaking configuration, not smartphone without antivirus installed,
smartphone without passcode configured, etc.)

-
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Despite having considered the risks arising from the use of the new mobile

technologies and in particular mobile apps, it's essential to highlight how a
complete program for preventing and counteract the phenomenon of
counterfeiting, alteration or misuse of trademarks online, must take into
account all possible digital channels that a fraudster can exploit and must
therefore be appropriately monitored; Are included between digital channels
the "social networks" such as facebook and twitter, but also blogs and mini
blogs, video sharing platforms like youtube and so on. Finally, online brand
protection requires the commitment of highly qualified resources with both
technical and legal skills and relevant tools to support the monitoring activities
mentioned above.

steal user credentials for all active SSH
sessions and then sends them back to CIA
cyber spies.

BothanSpy is installed as a Shellterm 3.x
extension on the target machine, it could
be exploited by attackers only when Xshell
is running on it with active sessions.

Cisco 2017 Midyear Cybersecurity
Report predicts New
Serviceo Attacks

http://www.securitymagazine.com/articles/8
8172-cisco-2017-midyear-cybersecurity-
report-predicts-new-destruction-of-service-
attacks

The Cisco 2017 Midyear Cybersecurity
Report (MCR) uncovers the rapid evolution
of threats and the increasing magnitude of
attacks, and forecasts potential
“destruction of service” (DeOS) attacks.
These could eliminate organizations’
backups and safety nets, required to
restore systems and data after an attack,
the report said. Also, with the advent of the
Internet of Things (IoT), key industries are
bringing more operations online, increasing
attack surfaces and the potential scale and
impact of these threats. The Internet of
Things continues to offer new opportunities
for cybercriminals, and its security
weaknesses, ripe for exploitation, will play
a central role in enabling these campaigns
with escalating impact. Recent IoT botnet
activity already suggests that some
attackers may be laying the foundation for
a wide-reaching, high-impact cyber-threat
event that could potentially disrupt the
Internet itself.

Threat hunters analyze trends in
destructive cyber-attacks
http://www.securityweek.com/threat-
hunters-analyze-trends-destructive-cyber-
attacks

Cybereason, a Boston MA-based threat
hunting firm, has analyzed destructive
cyber-attacks from the 1982 software-
instigated explosion in a Siberian pipeline
to the recent NotPetya and Industroyer
attacks.

The problem for private industry, is the
fundamental difference between kinetic
and cyber warfare. "The idea that a major
power would threaten the critical
infrastructure of another major power over
an information operation would be
outrageous if the threat was carried out via
kinetic means." But governments are
reluctant to respond in the cyber domain as
they would in the kinetic domain for fear of
escalation ultimately leading to the
transition from cyber to real world conflict.
The result is that cyber collateral damage
is largely accepted by governments; and
that collateral damage is frequently private
industry.



http://www.securitymagazine.com/articles/88172-cisco-2017-midyear-cybersecurity-report-predicts-new-destruction-of-service-attacks
http://www.securitymagazine.com/articles/88172-cisco-2017-midyear-cybersecurity-report-predicts-new-destruction-of-service-attacks
http://www.securitymagazine.com/articles/88172-cisco-2017-midyear-cybersecurity-report-predicts-new-destruction-of-service-attacks
http://www.securitymagazine.com/articles/88172-cisco-2017-midyear-cybersecurity-report-predicts-new-destruction-of-service-attacks
http://www.securityweek.com/threat-hunters-analyze-trends-destructive-cyber-attacks
http://www.securityweek.com/threat-hunters-analyze-trends-destructive-cyber-attacks
http://www.securityweek.com/threat-hunters-analyze-trends-destructive-cyber-attacks
http://www.securityweek.com/notpetya-connected-blackenergykilldisk-researchers
http://www.securityweek.com/industroyer-ics-malware-linked-ukraine-power-grid-attack

Banks in the digital scenario, between innovation and risk governance
interview with Paul Rohan

By Massimiliano Cannata

Paul Rohan, author of the recent essay "PSD2 in Plain English", is one of the
world's leading banking experts, a subject he has devoted major research, just
mention the Open Banking Strategy Formation, to get an idea of his studies. The
digital payment security is a matter to have a decisive impact on millions of users
and consumers, as well as on business life. As the PSD2 directive aims to
regulate this is to create an integrated digital transaction market in an attempt to
raise the overall level of transparency of financial transactions on the one hand
and to make it easier and more immediate to use services from private
companies and customers. In this exclusive interview, Rohan offers a 360-
degree look, about how it is changing the way "doing a bank". "No credit
institution will be 100% safe in a digital environment, it would be an illusion.
Innovation entails risks, but you can not think of stopping or denying it, it would
be like trying to stop the wind with hands, exercise And let me say, useless. "
Although technological equipment evolves and walks with man, some things do not change, Rohan was very direct
about it during the conversation. What for example? The values: "Honest people keep their words and pay their debts.
Prudent people save money and do not try to borrow too much money. Older and older people are the source of capital
that helps businesses more Young people and young people. People identify themselves more closely with other
people of the same culture, language, geography, and history. People are the ultimate source of creativity, efficiency
and trust, not robots or algorithms. "This is a message of balance and sobriety, which is most valuable because it is
pronounced by a scholar who innovates, but feels it The need to emphasize the need for a balance between person-
machine, tools and values, aware that these dichotomies will build on the new ethics of digital humanism, which is
beginning to look horribly on the horizon.

Mr. Rahon, in the banking sector, security is one of the most difficult challenge to face. To this elusive aspect
you have devoted several researches. What strategies should be put in place to make financial transactions
more secure not only for businesses but also for millions of private customers who are often not familiar with
e-banking and who have the Web as the only interlocutor / interface?

It could be a problem if payment account users are not well educated about Open Banking. Successful frauds may not
involve hacking the actual technical environments built for Open Banking. Frauds could emerge from hacking the
humans that start to use the new and innovative services.. The starting point for human hacking is information
gathering. The fraudsters consider how they might gather information. By design, Open Banking expands the sources
that exist for criminals to collect information. The fraudster could have many more sources to glean information in order
to profile targets for crimes. He will examine how he can locate, store and catalogue information from many sources
for the easiest use. It is arguable that Open Banking could lower the guard of the users of payment accounts. One of
the regulatory motivations of Open Banking is to allow new, innovative and modern customer experiences to use
Payment Account data. Consumers are critical of slow, cumbersome and old-fashioned services offered by banks
using legacy technologies. However, conservative digital user experiences do fit inside society’s expectations of
conservative and cautious banks. These human hacking risks also exist in the world of card payments. However, the
consumer expectations and behaviours on card usage have evolved since these schemes began in 1958. Customers
have accumulated their cards, their sense of danger and their card usage habits over an extended time. They did not
all get issued their cards on the same day. In contrast, Open Banking provides an opportunity for fraudsters where the
environment is new to everyone. So, for banks, the strategy for helping customers has to be “educate, educate,
educate”, because the environment is so new.

The primary objective of the European PSD2 Directive is to create a single, integrated payment service market,
by standardizing banking and new PSP systems with the advent of digital content. Which are security
implications?

The Regulators are trying to achieve several things in one major directive and they can conflict with each other in some
ways. Regulators want new types of innovation, competition and collaboration, so they are creating legal entities for
new industry structures. To allow as many new business models as possible, they are not being precise about the
technologies and standards that they prefer. However, in the same directive, they are also trying to improve the
minimum level of security to a stronger level, while remaining somewhat imprecise about their preferences. It is both



market reform and market harmonization at the same time, so this is causing some questions and problems in
developing security plans.

Under which conditions can this European directive be a growth opportunity for the financial services sector?
Is security at what level to act to be effective, but at the same time to respect the privacy of market
participants?

PSD2 will allow both banks and non-banks to use the mandatory APIs as part of a platform business. Platforms enable
innovation on a scale that they cannot do by themselves. Innovation is massively distributed to a diverse pool of
outsiders with deeper expertise in narrow market segments. This
combination captures underexploited parts of the platform’s core market.

Platforms enable Developers to use the platform’s baseline capabilities as a _PSD2 .
in Plain English

foundation for their own work. The upfront investment for Developers is
limited to functionality that their services do not share with others. It's
economically viable to target small market segments that would otherwise
have been difficult to justify targeting. Platforms provide access to an
existing pool of customers, who can more easily find the Developer's work.
The End Users can uniquely customize their experience of a platform to their
needs by mixing-and-matching services that augment the utility of a platform.
End-users also benefit from the accelerated pace of innovation and from the
network effects in competitive platform markets. If the trend we have seen in Paiil Rehan

other markets is repeated, Open Banking will expand the size of the financial

services market. | do not think that banks and “fintech” are fighting over the

same pool of revenues because of Open Banking. | think they will be sharing in an expanded pool of revenue driven
by more dynamic competition and innovation.

Breaking down the barriers to new entrants if it can be a real advantage in terms of transparency and
therefore, of fair competition to the benefit of operators. For security managers such scenarios open up to an
increasingly interconnected finance universe?

Security managers in banks face a challenge because banks have traditionally been product organisations and now
they may have to adjust to a regulated financial services market structure that favours platform businesses. By a
platform business, | mean a business that acts as a platform or develops financial services for delivery through
platforms. Managing platform businesses are very different to managing product businesses. Platform businesses and
product businesses are typically very different in structure, management style, growth strategy and market perspective.
For a transitional period, traditional banks could be acting both as a product business and a platform business. The
boundaries of a bank will become connected to partners and developers. This could cause confusion and uncertainty
in controlling the risks of a bank. However, if there are problems after Open Banking begins, we cannot expect the
Regulators to abolish PSD2 and go back to PSD1. We are more likely to go forward to PSD3 than go back to PSD1.
Banks need to try to grow this new way of doing business and learn to control the risks, rather than hoping that the
clock will go backwards.



"Open banking strategy formation" is the title of an essay that has become a best seller. | ask you: are we
prepared for the radical paradigm shift from analog to digital, which is changing not only the way of approach
and relationship with the banking world, but also our daily attitudes and our way of living and relate to us?

| think the way that financial services are delivered are changing a lot but some fundamental things are not changing.
What will not change? Honest people keep their word and pay their debts. Prudent people save some money and
don’t try to borrow too much money. Older businesses and older people are the source of capital that helps younger
businesses and younger people. People want to be sure that their money is safe. People identify far more closely with
other people of the same culture, language, geography and history. People are the ultimate source of creativity,
efficiency and trust, not robots or algorithms. Businesses that best respond to the things that do change and the things
that don’t change will be the most successful businesses. As people who are trying to learn many new ways in a
digital world, we should not forget these things.

What do you think are the best practices that can be used to build an effective cybercrime strategy that deals
with the sensitive sector of the online payment system and the widespread and comfortable credit cards?

No bank will be 100% accurate or 100% secure when the market is being reformed and restructured by Regulators and
there are many new risks, methods and processes to learn. The best approach is to make sure that business levels
grow quickly and steadily so that new risk management and security management skills can be quickly learnt from
active partners, active developers and active customers. Mistakes will probably be made, so if a bank cannot avoid a
mistake on security, try to make it early and try to only make that mistake once.

Happy Holldays
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Information Security

The aim: The master program is oriented to form
security information experts, uble to understand the
main organizational, technical, technological and legal
aspects for the protection of corporate information
ussets in order to ensure an appropriate prevention

und contrast to cyber attacks.

Requirements: Muster's Degree in Information Engi-
neering, Computer Science | Engineering, Electronics
Engineering [ Telecommunications | Automation | Man-
ugement / Security, Stafistics Science, Informatics Meth-
odologies for Humanities, Theories of Communication,
Economics-Business Sciences, Public Administration

Sciences, Mathematics, Physics, Law.
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Training objectives: the master program intends to create
professional figures able to:

Define and govern key processes, policies and organizational
models of information security;

Properly manage the risks and estimate the potential effects of
attacks on technological infrastructures and information assets
and identify the most appropriate security measures;

Ensure compliance with the core regulations and henchmarks

for the protection of personal information and corporate infor-

IN
Head of the Master Program, P: Alfredo Garro
alfredo.garro@unical.it
htty rww.dimes.unical.it/

GCSEC - Global Cyber Security Center
Viale Europa, 175 - 00144 Rome - Italy
http://www.gcsec.org
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